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IoT	  Defini?on	  by	  ITU-‐T	  

A	  dynamic	  global	  network	  infrastructure	  with	  self-‐
configuring	  capabili?es	  based	  on	  standard	  and	  
interoperable	  communica?on	  protocols	  where	  physical	  and	  
virtual	  “things”	  	  
•  Have	  iden??es,	  physical	  aSributes,	  and	  virtual	  

personali?es	  
•  Use	  intelligent	  interfaces	  
•  Are	  seamlessly	  integrated	  into	  the	  informa?on	  network	  
•  OTen	  communicate	  data	  associated	  with	  users	  and	  their	  

environments	  
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IoT	  Architecture	  by	  ITU-‐T	  
3.1 Internet of Things Vision 15

Figure 3.5 Detailed IoT Layered Architecture (Source: IERC)

from sensing device, communication subsystem, data aggregation and pre-
processing to the object instantiation and finally service provision, generating
an unambiguous definition of the “Internet of Things” is non-trivial.

The IERC is actively involved in ITU-T Study Group 13, which leads the
work of the International Telecommunications Union (ITU) on standards for
next generation networks (NGN) and future networks and has been part of the
team which has formulated the following definition [65]: “Internet of things
(IoT): A global infrastructure for the information society, enabling advanced
services by interconnecting (physical and virtual) things based on existing
and evolving interoperable information and communication technologies.
NOTE 1 – Through the exploitation of identification, data capture, processing
and communication capabilities, the IoT makes full use of things to offer
services to all kinds of applications, whilst ensuring that security and privacy
requirements are fulfilled. NOTE 2 – From a broader perspective, the IoT can
be perceived as a vision with technological and societal implications.”

The IERC definition [67] states that IoT is “A dynamic global network
infrastructure with self-configuring capabilities based on standard and inter-
operable communication protocols where physical and virtual “things” have
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IoT	  Use	  Cases	  by	  oneM2M	  
1	   Agriculture	  
2	   Energy	  
2.1	   Wide	  area	  energy	  related	  measurement/control	  system	  for	  advanced	  

transmission	  and	  distribu?on	  automa?on	  
2.2	   Analy?cs	  
2.3	   Smart	  meter	  reading	  
2.4	   Environmental	  monitoring	  of	  remote	  loca?ons	  to	  determine	  

hydropower	  
2.5	   Oil	  and	  gas	  pipeline	  cellular/satellite	  gateway	  
3	   Enterprise	  
3.1	   Smart	  building	  
4	   Finance	  
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IoT	  Use	  Cases	  by	  oneM2M	  
5	   Healthcare	  
5.1	   M2M	  healthcare	  gateway	  
5.2	   Wellness	  services	  
5.3	   Secure	  remote	  pa?ent	  care	  and	  monitoring	  
6	   Industrial	  
7	   Public	  services	  
7.1	   Street	  light	  automa?on	  
7.2	   Devices,	  virtual	  devices	  and	  things	  
7.3	   Car/bicycle	  sharing	  services	  
7.4	   Smart	  parking	  
7.5	   Informa?on	  delivery	  service	  in	  the	  devastated	  area	  
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IoT	  Use	  Cases	  by	  oneM2M	  
8	   ResidenBal	  
8.1	   Home	  energy	  management	  
8.2	   Home	  energy	  management	  system	  (HEMS)	  
8.3	   Plug-‐in	  electrical	  charging	  vehicles	  and	  power	  feed	  in	  home	  scenario	  
8.4	   Real-‐?me	  audio/video	  communica?on	  
8.5	   Event	  triggered	  task	  execu?on	  
8.6	   Seman?c	  home	  control	  
8.7	   Seman?c	  device	  plug	  and	  play	  
9	   Retail	  
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IoT	  Use	  Cases	  by	  oneM2M	  
10	   TransportaBon	  
10.1	   Vehicle	  diagnos?c	  and	  maintenance	  report	  
10.2	   Remote	  maintenance	  services	  
10.3	   Traffic	  accident	  informa?on	  collec?on	  
10.4	   Fleet	  management	  service	  using	  digital	  tachograph	  (DTG)	  
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IoT	  Use	  Cases	  by	  oneM2M	  
11	   Other	  
11.1	   Extending	  the	  M2M	  access	  network	  using	  satellite	  
11.2	   M2M	  data	  traffic	  management	  by	  underlying	  network	  operator	  
11.3	   Op?mized	  M2M	  interworking	  with	  mobile	  networks	  (op?mizing	  

connec%vity	  management	  parameters)	  
11.4	   Op?mized	  M2M	  interworking	  with	  mobile	  networks	  (op?mizing	  

mobility	  management	  parameters)	  
11.5	   Sleepy	  node	  
11.6	   Collec?on	  of	  M2M	  system	  data	  
11.7	   Leveraging	  broadcas?ng/mul?cas?ng	  capabili?es	  of	  underlying	  

networks	  
11.8	   Leveraging	  service	  provisioning	  for	  equipment	  with	  built-‐in	  M2M	  

device	  
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Complexity	  Levels	  of	  IoT	  Systems	  

Level	   Node	   Analysis	   Storage	   Example	  
1	   Single	   Local	   Local	   Home	  Automa?on	  
2	   Single	   Local	   Cloud	   Smart	  Irriga?on	  
3	   Single	   Cloud	   Cloud	   Tracking	  Package	  Handling	  
4	   Mul?ple	   Local	   Cloud	   Noise	  Monitoring	  

5	   Mul?ple	  	  +	  
Coordinator	   Cloud	   Cloud	   Forest	  Fire	  detec?on	  

6	  
Mul?ple	  +	  
Centralized	  
Controller	  

Cloud	   Cloud	   Weather	  Monitoring	  
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IoT	  Protocols	  
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IoT	  Protocols	  

6LoWPAN	   IPv6	  over	  Low	  power	  Wireless	  Personal	  Area	  Networks	  
AMQP	   Advanced	  Message	  Queuing	  Protocol	  	  
CoAP	   Constrained	  Applica?on	  Protocol	  	  
DDS	   Data	  Distribu?on	  Service	  
HTTP	   Hypertext	  Transfer	  Protocol	  
JMS	   Java	  Message	  Service	  
MQTT	   Message	  Queue	  Telemetry	  Transport	  	  
REST	   Representa?onal	  State	  Transfer	  
WebSocket	  
XMPP	   Extensible	  Messaging	  and	  Presence	  Protocol	  
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IoT	  Connec?vity	  Protocols	  

 

© PrismTech Corp. 2014 
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COAP is also based on a RESTful architecture and a client/server interaction pattern. It uses UDP as 
the underlying transport and can also support IP multicast addressing to enable group 
communications between devices. CoAP was designed to minimize message overhead and reduce 
fragmentation when compared to a HTTP message. When used with UDP the entire message must 
fit within a single datagram or a single IEEE 802.15.4 frame when used with 6LoWPAN. 
 
AMQP, MQTT and JMS are broker based and can encounter similar issues with respect to reduced 
performance (lower throughput) and real-time predictability as system scale increases (when the 
number of publishers, subscribers and nodes grow). 
 

 
 

Figure 1 – IoT Connectivity Problem Space 
 
DDS was designed to support large scale, real-time data sharing between devices on a network. It 
is used in many mission critical systems with large device-to-device data exchanges requiring 
efficient, predictable, low latency and reliable data sharing. It can be used with either reliable or 
unreliable networks. Communication reliability is provided by the DDSI wire protocol itself and not 
dependent on the physical transport. By default DDS uses UDP as its underlying transport but 
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Demonstra?on	  

•  REST	  API	  
– Smart	  parking:	  	  

• Django,	  Python,	  MySQL,	  Raspberry	  Pi,	  and	  
Ultrasonic	  Sensor	  

– Smart	  ligh?ng	  
• Django,	  Python,	  SQLite3,	  Raspberry	  Pi,	  LED,	  and	  
Light	  Sensor	  

•  Mobile	  apps	  
– Automa?c,	  Cardiio,	  Nest,	  and	  SmartThings	  
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Personal	  Health	  Device	  
Communica?on	  (PHDC)	    © 2008 - 2013 Continua Health Alliance 

Version 2013  Design Guidelines 
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Copying or other form of reproduction or redistribution of these works to unauthorized entities is strictly 
prohibited. 

Figure 4-1 TAN/PAN/LAN Interface Stack Diagram 

 

4.1.3 Common Data/Messaging Layer and Selected Standards 
The Continua Health Alliance has selected different transport technologies and profiles for each 
of the different TAN, PAN , and LAN interfaces. See Section 5, 6, and 7 for the TAN, PAN, LAN 
specific solutions, respectively. However, for the data/messaging there is considerable 
commonality. A common solution has been selected to serve as the Continua data/messaging 
layer for the following interfaces: TAN, PAN wired, PAN standard wireless, LAN sensor.  

For these interfaces the Continua Alliance has selected the IEEE 11073-20601 Personal Health 
Device Communication protocol for the optimized exchange of information. This internationally 
harmonized standard provides an interoperable messaging protocol and has definitions and 
structures in place to convert from an abstract data format into a transmission format. Thus, a 
consistent Continua data exchange layer is enabled across the above mentioned interfaces. 

The IEEE 11073-20601 protocol acts as a bridge between device specific information defined 
in individual so-called device specializations and the underlying transports to provide a 
framework for optimized exchange of interoperable data units. The selected device 
specialization standards specify the data model and nomenclature terms to be used for 
individual devices. The device specializations are listed as follows:  

x IEEE 11073-10404 is a standard specifying a device specialization for a pulse oximeter 
(e.g., oxygen saturation, plethysmographic waveforms) 
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ECG:	  Electrocardiograph	  
INR:	  Interna?onal	  Normalized	  Ra?o	  

LE:	  Low	  Energy	  
NFC:	  Near	  Field	  Communica?on	  



Privacy	  Management	  

Fair	  and	  authorized	  processing	  
•  Collec?on,	  storage,	  use,	  organiza?on,	  
recording,	  alignment,	  combina?on,	  disclosure	  
by	  transmission,	  consulta?on,	  erasure,	  
destruc?on,	  altera?on,	  etc.	  

of	  Personally	  Iden?fiable	  Informa?on	  (PII)	  
•  Any	  data	  that	  iden?fies	  an	  individual	  or	  from	  
which	  iden?ty	  or	  contact	  informa?on	  of	  an	  
individual	  can	  be	  derived	  

16	  



Privacy	  Management	  Sequence	  Visualizing%Privacy%Services%in%a%UML%
Sequence%Diagram%
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Privacy	  by	  Design	  
RACI%Chart%for%OASIS%PbD0SE%Methodology%(WIP)%

!
PbD%SE!
Methodology!
Step!

Documented!
Activity!

Software!
Engineer!

Privacy!!
Resource!!

Project!
Mgmt.!

Mgmt.! Third!!
Party!

User!

3.1$Assess$
Organization1
al$Readiness$

Document!Privacy!
Policy!
Document!!

!
CI$!

!
RA CI$$!

!
CI$!

!
A CI$!

!
I!

!
CI$!

$ Document!Privacy!
Roles/Training!
Program!in!
Organization!

!
I!

!
RA  CI$!

!
CI$!

!
A I!

!
I!

!
I!

3.2$Scope$
Privacy$
Requirements$
&$Reference$
Architecture$$

Document!
Functional!Privacy!
Requirements!&!
hooks!to!Reference!
Architecture!

!
RA !

!
RA  CI$!

!
ACI$!

!
A I!

!
RA I!

!
CI$!

3.3$Conduct$
Risk$Analysis$
on$Use$Cases$

Document!Business!
Model!with!Personal!
Data!Flows!

!
CI$!

!
RA CI$!

!
CI$!

!
A C$!

!
CI$!

!
%!

$ Document!Risk!
analysis!(incl.!threat!
models,!PIA)!

CI$! RA  CI$! CI$! A CI$! CI$! !
%!

3.4$Identify$
Privacy$
Resource$
Allocation$$

Document!!
privacy!resource!
allocation!to!SE!team!

I! RACI$! RI! A I! I! %!

3.5$Create$$
RACI$for$$
Producing$
Artifacts$

Document!RACI$
assignment!to!
artifact!production!!

RCI$! CI$! RA CI$! A I! %! %!

3.6$Customize$
Privacy$
Architecture$

Document!Privacy!
Architecture!

!
RA  !

!
$A CI$!

!
A CI$!

!
A I!

!
I!

!
%!

3.7$Conduct$
Periodic$
Review$$

Document!Review!of!
Artifacts!throughout!
the!PDLC!

RA  ! CI$! RA CI$! A I! %! %!

3.8$Execute$
Code$Testing$
&$Privacy$
Evaluation$

Document!testing!
and!evaluation!for!
privacy!usability!%
metrics!!

RA  ! RCI$! RA CI$! A I! %! C!

3.9$Create$
Retirement$
Plan$

Document!plan!for!
retirement!of!
software!solution!

CI$! RA CI$! RA CI$! A C$I$! I! I!

$3.10Sign1off$ Document!sign!off!
with!checklist!

RA CI$! RA CI$! RA CI$! A C$! %! %!

!
18	  



Summary	  

•  IoT	  is	  not	  always	  on	  –	  it’s	  mostly	  off	  
•  Not	  all	  data	  sent	  to	  the	  cloud	  
•  IoT	  is	  not	  about	  adding	  connec?vity	  to	  all	  things	  
•  IoT	  is	  about	  how	  sensors,	  devices,	  things,	  and	  
services	  can	  be	  integrated	  to	  create	  value	  

•  Value	  is	  created	  by	  making	  sense	  of	  data,	  turning	  
it	  into	  knowledge	  and	  meaningful	  ac?on	  

•  Access	  to	  data	  shall	  have	  differen?al	  restric?ons	  
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